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Abstract: This paper proposes and evaluates a WSN based system for target 
tracking in small areas. The system can be applied in surveillance, rural or industry 
monitoring, where a particular zone, for instance, surroundings of an entrance 
should be controlled. The system is able to store the target movement patterns and 
it allows for their identification using video sensors connected to strategically 
deployed nodes. The system was analysed for different mobility patterns of the 
objects, as well as in the scenario where the number of sensors is decreasing 
because of some random events or the depletion of their energy supplies. This 
document contains the initial results of the research that will be hopefully 
continued with sensor deployment and practical measurements. 
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1. Introduction 
 

In natural, industrial or even military environments, many outdoor locations are required to 
be kept guarded as store entrances, farms or greenhouses. In these places, surveillance and 
security systems are designed to avoid undesired meddlers or other unwanted visitors. In 
other cases, the systems are focused on controlling particular paths or entrances in order to 
avoid collisions of people, veicles or any other machines. These systems are very popular, but 
their real effectiveness is unknown, and therefore, customers choose one or another according 
to their economic availability or simply because their convenience. 

There is, therefore, a need to estimate the efficiency of existing security systems, 
establishing the relationship between the number of individuals or animals making use of a 
certain entrance and the number of them deciding to use it or not. Furthermore, a knowledge 
about the paths followed by these targets would also be desirable in order to have a better 
understanding of their reactions to a certain system. Both these issues should be studied, 
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focusing on the relative effect of local conditions versus the effect of the landscape 
surrounding the considered system. As a result, the most appropriate locations for new 
entrances or security system elements could be determined, making the whole system more 
effective.  

The most commonly used approach for the control of entrances consists of using cameras 
activated by an infrared motion detector.  It merely focuses on the detection of targets 
approaching close enough to the detector. As a consequence, a very small area is covered and, 
thus, many targets are not detected. Also, having only one control point at the entrance makes 
impossible to determine whether the target finally avoided the system under study or not. 
Moreover, the analysis of tracks is usually complicated because of the influence of external 
effects (i.e., weather conditions).  

Wireless Sensor Networks (WSN) [1] can be an interesting option to overcome these 
limitations. They are a low cost technology which enables to cover a certain area with a 
network of simple devices. Its use for detection and tracking purposes has already been 
demonstrated in numerous works [2][3]. In comparison to other technologies, WSN offer an 
advantage of operating over larger areas than single cameras or track beds, covering not only 
the entrances but also their neighborhood. Moreover, they allow for collaborative operation of 
nodes, for instance, predictive activations of some sensors before targets reach them [4][5].  

This paper proposes a WSN based system to study target behaviors in some crucial areas, 
focusing on security or surveillance structures. It is composed not only of a camera at the 
entrance, but also of a sensor network deployed in the surrounding area. All individuals 
entering this field are tracked to check whether they make use of the entrance or, in the 
contrary, decide against it. This combines photographic monitoring with tracking for better 
problem study. In the adopted approach, also more than one camera is used to store pictures 
of detected targets even if they do not get close enough to the entrance, providing information 
which can be used to identify and classify them. 

The development of such a system in an area that is partially forested has raised several 
issues which have been evaluated through computer simulations. The presence of vegetation 
is one of them, for which three different vegetation densities have been considered, from 5 to 
30 percent. Several schemes have been also tested in order to find an appropriate distibution 
and behavior scheme of nodes, including square and hexagonal distibutions (to cover the 
maximum land surface) as well as different operational cycles for nodes.  

The system is thought for its deployment in an area with a radius of no more than a few 
tens of meters, enough to track the directions and the speeds of targets moving around.  

The paper is organized as follows. In Section 2 the proposed WSN system is described. 
Section 3 evaluates the system through computer simulations. Conclusions and future 
directions of investigations are given in Section 4. 
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2. System Description 
 
Following the scenario proposed in Figure 1, a WSN consisting of a variable number of 

detection nodes n along with three camera nodes is considered for its study. The system is in 
charge of registering the behavior of targets approaching an entrance.  

 

Infrared
Motion
Detector

Camera 
node

Detector 
sensing
node

D

 
Figure 1. System Architecture  

 
Going into further details, the basic system operations can be described as follows: 
1. Nodes periodically sample their sensing coverage area. The considered period is fixed, 

allowing for a scheduled sleep time between samples (thus, saving nodes energy).  
2. When a node detects a target, it originates a message that is transmitted to all neighbor 

nodes. The structure of the sent message is shown in Figure 2, which includes a timestamp, 
the identifier of the node and other details about the detection intensity. On the contrary, if 
during an active period no target is detected by a node it remains in reception mode, waiting 
for notifications from other nodes. 

3. When any of the camera nodes (including mainly the master node) intercepts a 
detection message from its closer neighbors, the node remains awaken, waiting for the target 
to come closer. The node will activate its camera and make the picture once the target excites 
its infrared sensor.  

4. The master camera node gathers the information from the whole WSN, storing the 
data from all the nodes (detector or camera nodes) as well as the pictures taken by its camera. 
It contains a sequence of events for every tracked target which can be used to reconstruct its 
followed path . This information is periodically extracted by an operator or when the lifetime 
of the WSN is exceeded. In the future, this can be automated by providing connectivity to 
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existing HSDPA (High-Speed Downlink Packet Access) or UMTS (Universal Mobile 
Telecommunications System) networks (currently under development).  
 

The system aims to maximize target detection probability while keeping energy 
consumption as low as possible. For this purpose several issues have been taken into account 
including sampling frequency, system synchronization, medium access control mechanism 
and, finally, tracking and identification criteria.   

 

 
Figure 2. Frame Structure. 

 
The sampling frequency used in motion detectors has important implications on the 

detection probability and energy consumption. A higher frequency implies more active nodes 
and, therefore, improves the detection probability. Nevertheless, it negatively impacts on the 
energy consumption. Two factors have been considered to find the appropriate sampling 
frequency: the sensing coverage of nodes and the predicted movement of targets. The motion 
detectors available for these systems operate up to 3, 5 or 10 meters, depending on the 
selected type of sensor. The second factor, the movement of targets, in opposite, is 
unpredictable. The sampling frequency is calculated in order to offer good performance of the 
system, saving energy.   

 
The use of a periodical sampling also affects the communication between nodes. In the 

designed system all nodes wake up simultaneously to perform detection and, if necessary, 
transmission/reception and, then, they go to sleep again. Several tests have been performed 
and, finally, it was decided to use the frame with the detection message also for the 
synchronization purpose. Therefore, every time a target is detected, the entire network is 
synchronized. For instance, a node B sends a detection message to its neighbors, including a 
node A. The message is received by the node A with a delay (Δ) caused by the radio 
propagation, the hardware operation, etc. When the node A processes the message, it is 
automatically synchronized with the WSN and starts its Tsample. The process results in a low 
deviation of the sampling period and does not affect the system operation.  

 
This technique is quite useful in small size networks. However, a first synchronization 

must be performed when the WSN is started since, initially, nodes are unconnected and 
unsynchronized. The way this is performed is simple: nodes are continuously monitoring the 
radio channel until they receive a “hello” frame from the master node (it is periodically 
transmitted during the synchronization phase). Upon reception of the frame, nodes send back 
acknowledgements to the master node. When none of these acknowledgements is transmitted 
during a period of one minute, the synchronization phase finishes and the WSN starts its basic 
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operation as described at the beginning of this section.  This “hello” frame is also transmitted 
when the master camera node does not receive any data information for a long time, about 
one hour. It helps to maintain the whole network constantly synchronized. 

 
Synchronized nodes may attempt transmitting at the same time, competing for the medium 

access. This issue cab be solved with the CSMA-CA (Carrier Sense Multiple Access-
Collision Avoidance) scheme. In contrast to other medium access policies, this mechanism 
allows for fast deployment of new nodes without any network re-design (good scalability) 
[6]. CSMA-CA is based on the calculation of backoff periods. The duration of each backoff 
period is 20 symbols (320 µsec in 2.4 GHz band). When the physical medium is busy, the 
competing node increases its backoff period. After two attempts, if the channel continues to 
be busy, the transmitted frame is discarded. 

 
The active period, TACTIVE, of the system is selected to 10 msec., which allows for a frame 

transmission and, at least, two subsequent attempts. This value has been chosen as a 
compromise between energy consumption and detection probability. However, the use of 
such a small active period with CSMA-CA has also an undesired effect: frames may be lost 
due to collisions. These collisions may occur either when two sensors detect simultaneously 
the same target or when several nodes detect different targets (less likely to happen). 
However, the backoff algorithm offers a high probability of further re-transmission when 
different attempts are made. For instance, for two nodes, the backoff algorithm offers a 
collision probability of 0.01 at the second attempt [7]. Therefore, the active period is designed 
to support up to two attempts, nearly ensuring the communication access.   

 
Finally, returning to the issue of target detection, it should be noted than a single raw 

detection in one of the nodes does not imply that an individual has entered the observation 
area. This may be caused by an ephemeral event taking place in the vicinity of one of the 
nodes. Instead, two consecutive raw detections in different nodes will be used as the criteria 
for considering the presence of a target. This is a simple mechanism but offers a good 
performance. Its adoption is feasible and appropriate due to two premises: (i) a high detection 
probability is expected and (ii) the nodes have a low computational capability. Furthermore, 
this criteria helps to perform the tracking task as two detection points identify a trajectory and 
further physical data as average speed in the area or hypothetical stops.     

 
The power consumption is computed deterministically. Using the energy consumption data 

given by a manufacturer (i.e., [8]) with a schedule-driven mechanism, the power consumption 
is calculated. In the worst scenario, a detection task each sampling period, the secondary 
camera is the main constraint with the power consumption, having an estimated lifetime of 
25.59 days when nodes perform detection tasks every sampling period. Nevertheless, the 
number of identified targets is expected to be significantly minor. For instance, for a hundred 
of targets each day, the network lifetime is about 49 days. Finally, the lifetime expected for 
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the scheduling process of the detector nodes (fixed value) is 57.44 days, enough for a 
reasonable measurement season. 

 
 
 

3. System Performance Evaluation 
 
Before the WSN deployment, computer simulations are conducted in order to aid the 

system planning. Simulations are performed with a tool developed from scratch using the 
C++ programming language. This tool is aimed for simulating the effects of numerous 
parameters of the system and validate its configurations.  

Basically, the simulated network consists of a group of detector nodes deployed in the 
observation area using the node density as a variable parameter for our studies. The 
deployment follows the basic scenario proposed in Figure 1 with some concerns related to the 
real system deployment. Under this scenario, nodes are scattered over a semicircle with a 
radius of D = 40 meters in the surroundings of a hypothetical entrance under study. As it was 
shown in the Figure 1, the master camera is located at the entrance, with two additional 
camera nodes at the borders of the controlled area. Two deployment schemes for the detector 
nodes have been considered for the simulations. In the first one, the whole area is divided into 
square sections with a size determined by the node density. Nodes were located at the centers 
of each of these sections. In the second scheme, square sections were replaced by hexagonal 
cells. Besides, the difficulty of placing nodes in real deployments has been considered. Since 
the use of the theoretical ideal positions for the nodes is not always feasible, a deviation of 1 
meter has been introduced using a normal distribution.  

 
The sensing range of the nodes was set to 5 meters according to the AMN sensor 

specification [9]. Regarding the sensors duty cycles, system performance has been checked 
for sampling periods, TS, of 5 ,10 and 20 s respectively.  

 
The sensor transmission parameters were the typical for Imote2 nodes [10] working in the 

2.4 GHz band. The connectivity between them was simulated according to a propagation 
model based on empirical WSN outdoor measurements [11, 12]. Additionally, the influence 
of vegetation was introduced using the model extracted from the ITU-R P.833-6 
recommendation [13]. However, in a network located in such a small area, the existing 
vegetation does not affect the connectivity of nodes, even for trees and bushes covering 30% 
of the area. Under these circumstances, the number of detection messages that require 
retransmission is less than 1.5%, which has a low impact on the performance of the system.  

 
For each analyzed scenario, at least 10000 different random networks were simulated. For 

each network, no less than 5000 incoming targets were considered, each of them approaching 
to the entrance and, then, crossing through it with a probability of 30% or leaving the 
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observation area (70% probability). According to previous studies of target movement 
patterns, it was assumed that the most of the targets were moving along the border of the 
entrance. This was reflected on the simulated paths of targets, with 80% of them using the 
areas adjacent to the border of the entrance and 20% coming from other directions (not 
parallel to the border of the entrance).  The targets speed was also randomly generated within 
the range of 0.3–1.0 m/s. The number of tested events was enough to obtain the 95% 
confidence intervals of all the measures probabilities smaller than 5 % of their respective 
values.  

 
The most important information provided by simulations is the detection failure 

probability. The criterion used to calculate this probability is that explained in the previous 
section: two consecutive raw detections on two different nodes indicate the detection of a 
target by the system. For its calculation, the variable number of deployed nodes is indirectly 
modeled through the node density in the area. The obtained results are shown in Figure 3 
where the detection failure probability is expressed also for different node distributions and 
sampling periods. 

 
The number of nodes required to achieve a satisfactory low detection failure probability 

for the sampling period of 5 s is very small, about 20 nodes (the density of 0.008 nodes per 
square meter). The reason is that the simulation scenario imposes some constraints on the 
movement of targets as explained before. Results also show that for sampling period of 10 s, 
a WSN with about 30 nodes (0.012 node density) achieve satisfactory results. For both these 
densities, the probability of packet collisions is very small, lower than 5%.  

 

 
Figure 3. Detection failure probability vs. sampling period and sensor distribution. 
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Another remarkable aspect is the effect of the distribution of the nodes. Nevertheless, the 

observed increase is bigger than the one expected due to the particular simulation constraints 
which have been applied. Regarding the node distribution, the hexagonal one offers better 
performance than the square one. This is explained by the fact that the former allows for a 
more uniform coverage of the entire observation area while the square one results in larger 
overlap areas between nodes and, thus, a smaller field is effectively covered. 

 
It is also interesting to abserve the effect of the dead nodes in the network. During the 

lifetime of the WSN, some nodes may be lost because of the weather, vandalism, or battery 
depletion. Figure 4 shows how the system performs when some random nodes fail. A 
hexagonal distribution and sampling period of 5 s have been used for this simulation.  

 
For most of the cases, the death of less than 10% of the nodes does not have a significant 

impact on the operation of the WSN. For instance, a WSN with 30 nodes (density of 0.012 
sensors per square meter) still operates within the acceptable failure margin (set to 1%). 
Accordingly, it can be deduced that low density networks are more sensitive to node failures. 

 
 

 
Figure 4. Detection failure probability for dying nodes: sampling period 5 s. 
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4. Conclusions 
 
The paper presents a WSN-based system for the monitoring of moving targets in areas of 

interest. Specifically, the described system is designed to control an area around a guarded 
entrance being under control. Comparing with other monitoring systems, which only allow 
for target detection and provide no further information about target behaviors, the proposed 
WSN is able to track the targets approaching the entrance. The proposed system can gather 
additional data to analyze the targets movement patterns according to different environment 
conditions. The obtained information can be used for choosing the most appropriate locations 
for new entrances as well as improving the conditions of existing ones. 

The system uses a combination of tracking capabilities, provided by infrared motion 
sensors, with target identification through the use of camera nodes. In the paper, the effects of 
using different node distributions and densities have been studied. Similarly, different time 
schedules for node operation have been also tested. The simulations results are the basis to 
determine the most appropriate network parameters to achieve a trade-off between power 
consumption (and thus network lifetime) and target detection probability.  

In the future, the network will be deployed in a number of sites with the purpose of 
acquiring valuable information. The inclusion of new features into the system is also 
considered, for example, the possibility of automatically extracting gathered information from 
nodes via 3G or 4G mobile networks. 
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